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OPEN SOURCE NETWORKING DAYS
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orting an Open Source 5G Core [/
Softwareinto a Time-controlled Linux
Coﬁt\aingr Environment — >

Dr. Mike Chih-Che Lin, President of EstiNet Technologies



Our 2018 Work with Open Source Networking Projects =
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Developed an IoT SDN Controller Platform based
on Open DaylLight for Smart City and edge

Enhanced from Open DayLight Controller networks
* Hydrogen => Lithium = Carbon = Nitrogen =
Oxygen .

Bugs fixed and new bundles (modules) added into
the original open-sourced package we s

Provide Restful North-bound API (NBI) for upper-
layer Management System

Provide both OpenFlow and SNMP Southbound APIs
for SDN devices (SDN Switches and loT WiFi AP)

Integrating common campus-level network services as
NFVs

* DHCP Server

* Radius Server




Overview of Our Changes to ODL

Orchestration Applications

Platform Services
Authentication, Authorization and
Accounting
Data Export Import
Infrastructure Utilities
JSON-RPC Extension
Time Series Data Repository

Control Plane Applications

Network Services And Appli
Container Orchestration Engine
Genius Framework
Horeycomb/Virual Bgld

Nsutron Secvice
Service Function Chaining

Transport PCE*

User Network Interface Manager
otwork Virtualization

OpenDaylight Platform (Yangtools, MD-SAL)

Other Applications {e.g. Vendor Ul)




Implement OpenFlow Table Features on Domestic Realtek &%)
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* 24 1-Gbps Ethernet RJ-45 port
* POE port supported by RT188P
* 4 1-Gbps SFP port

Major Features
Realtek RTL838-series ASIC inside
Provide 1K flow entries

Provide hardware-based meters
Support OpenFlow 1.3 (47.8% compliance)
Support OVS/OVSDB

Support Legacy protocol suite
(STP/RSTP/VLAN/QiniQ/IGMP/QoS)

Pkt mp

Legacy Processing

—“:‘m.i
OF Table Output Port/Queue &
|
OF Meters

OF Counters

OpenFlow Capability Detail:

Actions:

4 Output

4 Drop

# Push/Pop VLAN header
#5Set IP DSCP

#5Set VLAN VID/PCP

Instruction:
# Meter (Switch IC Based)
# Apply-actions

Matching field:

4 Ingress Port

4 Physical Port

€ MAC SA/DA

# Ether type

€ VLAN ID/PCP

€ 1Pv4 SA/DA

€ 1Pv4 DSCP

€ 1Pv4 ECN

€ I1Pv4 Protocol

€ TCP Source Port

4@ TCP Destination Port
€ UDP Source Port

4@ UDP Destination Port
4 ICMP type

4 ICMP code

¥ ARP op code



Our Alpha Testbed for 100+ Device Scale

* Comprises 45 Raspberry Pi to build an “loT Device
Access Testbed”

e Every Pi emulates 3-6 loT device or end hosts. The
whole testbed is capable of emulating up to 270+
hosts being simultaneously online.

* Unified control by a central script, allowing quick
launch of experiments




Our Beta Testbed for 100,00+ IoT Devices
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Located in Si-Soft Research Center, Hsinchu Science
Park.

84-100 real RT188T switch, which uses Realtek’s 838
series IC.

4 high-speed servers, emulating 40 virtual switches
being online.

100 Raspberry Pi emulating 100,00+ loT devices

Capability: emulating a large network composed of
100 switches, connected with 10,000 loT devices

6
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Problem of Testing with Real-world Testbed (e

Complexity of Deployment
Deployment usually requires 1-2 engineers to work half-to-one day.

Complexity of Launching Script

Requires 1 engineer to spend one day to write and test the start
script

Complexity of Changes
Difficult to change - So, we don’t change it!




What we learned from VT-Mininet

This inspired us! What do we want?
\ | / Container > clean and convenience name space
N 7 isolation

test real-life programs

No try-and-error for time dilation setting 2>
adaptive virtual time control
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We Modified EstiNet Network Simulator to Achieve Thi@ &

7

Formally named as NCTUns (National Chiao Tung Univ. network simulator,
http://nsl.cs.nctu.edu.tw/NSL/software.html)

IP-level routing-table manipulation approach to run real-life programs

Already use the virtual time notion

Event-driven approach for time advancing = a type of adaptive virtual time control

EstiNet Pl _topic_! )
%X A% S S @ DEGP Fedora Linux Operating System
praxs ) =" EINet ENet )
o ‘ ; . . . Linux
A ey T Graphical Simulation
2 , . User-space
i - User Interface Engine L
=< User (GUI) (SE) _L_Applications
Priv Space
= o <
> Kernel Virtual -
% irtual \e_4 )
[ w1 Shacs Clock Linux
= : (VC) Kernel-space
) Facilities
B, G e < Il By
froos) (2108, 2208



http://nsl.cs.nctu.edu.tw/NSL/software.html

Patented Approach to Control & Sync System Times of(

Linux Containers

Modification Summary:

System calls

Process Table

Simulation Engine A new field denoting
IO system calls that
may not generate

System
ePoll _ll
i .. - - Kernel

CPU occupation

the invocation of the
Child Child
Process Process
: 2 timer events
checking logic

Real-time
Timer List 1 L TaSk

Simulated Generate real- List New notification
send events time timer events o T ] events for SE
Notifica ) D
Send tion heck ! 2
Notification chec SE
Fvent Kernel Process Add a new syscall so

that it can check if a
child process is calling
specific 10 system

calls.
Taiwan Patent: 1709308 “4p&iE#EES & L RS AN &4, 2020/11/01




Comparison among Time Control Methods for Linux Containers

Rationale “Event-rized” packets with Use a fixed coefficient TDF
timestamp sorting and and check the CPU load to
execution properly shorten the

physical elapsed time

Software EstiNetX MiniNet-HiFi
Representatives

Download Yes (Official Website) Yes (GitHub)
Availability

Use a fixed coefficient TDF to
shorten the physical elapsed time

VT-MiniNet

Diecast

SVEET (Event+Time Dilation)
SliceTime (NS3+VM, loose time
sync.)

Timelails/NETBalance

TimeKeeper

SELENA (VM-based + Time Dilation)

VT-MiniNet (GitHub)
Diecast (NA)
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Incoming 5G

3G 4G e

Mobile broadband Faster/Better

L @
1990s 2000s 2010s




Objective of 5G Spec.

High bandwidth
e.g., 4K videos

Vertical Industry Use Cases
@ Automotive

10 Gb/s @ Transport & logistics
W Health & wellness
1 Gbl W Smfan cities & utilities Reliable
o S W Agricuiture ) )
® © Media & entertainment Low latency
= p:NiRistiat Jo¥ e.g., car-to-car system
© 100 Mb/s
©

Massive data

e.g., loT T
-time-critical Time-critical Cooperative
pos sensing machines
- m ¥
4
100 kb/s
100s 10s 1s 100ms 10ms 1ms
T e2e latency

Source: B AT244% > AnNet_2018_Keynote.pdf

eMBB: Enhanced Mobile Broadband
— Downlink: 20Gbps
— Uplink: 10Gbps

URLLC: Ultra-reliable and Low
Latency Communications

— Control-plane Latency: 10ms

— Data-plane Latency: 0.5ms

— Mobility unavailability: Oms

— Reliability: 99.999%

mMTC: massive Machine Type
Communications
— 106 device/km? (under certain QoS
req.)

15




5G Network Architecture

Nudr

5G-EIR CBCF - GMLC m AUSF NSSF NWDAF - -

NSG -eir Ncbcf Nlmf Ngmlc Nudm i Nausf ansf andaf Npcf i Nnef
,,,,,,,,,,,,,, — —f
i
! 1 !
Nudsf Nsmsf Namf | Nsmf | Nchf |
| |
N1 N4
> N2
i o N3
-~ 3GPP Radio 2 O N6 Internet/Data
; — SR— Networks
Device Network
N9
NWu

. Y1 Non-3GPP Y2
Network
Device

FIG. 3.3 5G Core architecture visualized with Service-Based interfaces.

Source: Stefan Rommer, “5G Core Networks”

New Architecture of 5G
Core:

¢ Micro-Service

¢ Service-based Interface

o Realize Service
Function Chain in
SDN

o HTTP RESTFUL
System

e REST
(Representational
State Transfer)

16
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Difference Between Container and VM

[ 3 ™) "N ¢ ")
VM VM VM VM Container Container Container Container
App 1 App 2 App 3 I App 4 I app 1 I App 2 App 3 App 4
Bin/Lib Bin/Lib Bin/Lib I Bin/Lib —— — —— ——
I Bin/Lib I Bin/Lib Bin/Lib Bin/Lib
Guest 05 Guest 05 Guest 0S5 I Guest 05 y ] L L ’
\ / [ Container Engine %
Hypervisor (Docker)

J _

VM Architecture Container Architecture




Introduction to Free5GC

TfreelTaq

Members
Platinum
== r
§ oo FUITSU o
WNC
Silver
[HiNet

Developed by Prof. Jyh-Cheng Chen,
NCTU, Taiwan

Free to download and use

Most of source codes are open (a
small portion of codes are in binary
form)

Operation with members’ fee and
supported by Governmental R&D
projects




Free5GC Stage-3 Release

Reference Architecture for Stage 2:

UE

NSSF NRF UDM PCF
Nnssf | Nn Nu IN
Nausf ‘Num[ Ns|

AUSF ’—{ AMF SMF

v T
I N2 1
——— RAN —— UPF 6 DN

| N3IWF

Fig. 2: Stage 2 architecture of free5GC

Release in April, 2020

Support Service-based
Interface

Micro-service
Restful HTTP API Arch.

Support N3IWF function




Concept of Container

« Conceptually isolated unit for a
group of software package

Application A Application B Application C — Application
sinarie Libaris ~ Library

— CPU+MEM+Storage+Network

Container runtime « Linux namespace technology
Operating system - CPU nameSpaCe

— Memory namespace

— Storage namespace

— Network interface namespace

Infrastructure

Source: https://blog.trendmicro.com.tw/?p=60814




Difference between Container and VM

Translation Approach

ID (Data Structure) Approach

M M M M

Ihppll App2||3993 IApp4
I Bin/Lib I Bin/Lib I I Bin/Lib I Bin/Lib
I Gue=t 0S I Gue=st 0S I [ Gue=t 0S I Gue=st 0OS

Hypervisor

J

VM Architecture

Container ) Container 11 Container [ Container )
ERNIERIEEEX
I Bin/Lib I Bin/Lib Bin/Lib Bin/Lib

F, J W

p—

Container Engine
(Docker)

=)

Container Architecture




NSSF PCF

Service-Based
Interface

NRE ‘ ‘ uom |

Nnssf | Nnrf Nudm |i\'pcf

Nausi \ mf Nsmf

AUSF ’—‘ .«'\MIJ SMF ‘

UE NR-UL RAN N3— L _r DN

\i

AUSF NRE UDM+UDR PCF Database
-ﬂ U Ak
! I
1 l 2 13 11 14
D&. - & - ud = & s
RAN+UE UPF

DN




Our Porting Approach

In our EstiNetll environment, we created 9
network nodes which are ready to load Docker
Images. :

Node ID; 1 | Node Type: |OVS

Switching  Application | Inteface | Flow C ion | Virtual Machine | Function S 4 »

Resource Allocation and Isolation

} Linux Namespace C.T.O.N.

®) Docker Contair Docker Image List X |epu

Docker Image List

List of Additional Rel tinet10/p4_switch:lal
[Sct coRllietaceng :z:::1iz:::fr3:5*‘u;l‘:nlu7ndpi:Iatest [l Ak
docker.io/smallko/myfedora:latest Select |
Delete |
Delete All |
CAT.ON. |

«
Apply Real-world o Sanod |cT.0N

By default, a common virtual clock is applied to every network node during
simulation. However, for some applications, such as the SSL verification on a
web browser, the real-world clock is a must reqgirement. In this case, this function
has to be enabled to let this network node be based on the real-world clock during
simulation.

Command Console Module Editor | oK

| cancel |




Our Porting Approach

We use Free5GC source codes to create a
single Docker image which contains all 5GC
MICro services =<

Node ID; 1 | Node Type: |OVS

Switching  Application | Inteface | Flow C ion | Virtual Machine | Function S 4 »

Resource Allocation and Isolation

} Linux Namespace C.T.O.N.

®) Docker Contair Docker Image List X |epu

Docker Image List

List of Additional Rel tinet10/p4_switch:lal
[Sct coRllietaceng :z:::1iz:::fr3:5*‘u;l‘:nlu7ndpi:Iatest [l Ak
docker.io/smallko/myfedora:latest Select |
Delete |
Delete All |
CAT.ON. |

«
Apply Real-world o Sanod |cT.0N

By default, a common virtual clock is applied to every network node during
simulation. However, for some applications, such as the SSL verification on a
web browser, the real-world clock is a must reqgirement. In this case, this function
has to be enabled to let this network node be based on the real-world clock during
simulation.

Command Console Module Editor | oK

| cancel |




Our Porting Approach

Load the Docker image onto
each node

Open vSwitch
Node ID: |1 | Node Type: |OVS
|||||| ng | Application | Intefface | Flow Classification | Virtual Machine | Function S 4 »

Configure a specific micro Comas e
service for each chosen node e
e.g., the AMF node runs the e o

IIIIIIII

AMF micro service on its - :

y Re: |C.T.O.N.
- .
By default, a common virtual clock is applied to every network node during
simulation. However, for some applications, such as the SSL verification on a
web browser, the real-world clock is a must regirement. In this case, this function
has to be enabled to let this network node be based on the real-world clock during
Follow th that
_ == Mosuie Edor
runs Free5GC in the real world ome |




Modifications to Free5GC v3.0.3

8 NRE g UDM+UDR 1g PCF 12 Database

.1/.-‘

13 11 14
4= e N A

DN

In our environment, we change to the type of the micro service process to “Real-time Process” in Linux kernel.
We change the SCTP connections used in Free5GC from non-blocking mode back to blocking mode, in order to prevent AMF
from occupying too much CPU resource. This will cause the issue that an UE cannot attach to the network.

Fixed the issue that SMF always returns the same Network Slicing ID.




5GC Micro-service Architecture on Containers

g

* Nudr‘

Nimf Ngmic Nnwda f

Nudsf

N1g

<>

—

. 3GPP Radio ‘\ e ﬁ Internet/Data
Device Network Networks
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Video Demo

Run a 5G network simulation with Free5GC and
synchronized multiple visual packet analyzers

File
X X A% ) oA § )
Network Node Portfolio )

[LAM & WAN] Ethemet & [P =

A

i
-
Time, Source Destination _ Length _Protocal info
Rx[15.0014 10.0.1.101 10011 142 NGAP.. IntialUEMessage, Registration request
Tx[15.0011 10011 10.0.1.101 118 NGAP  NGSelupResponse

AR T AN e f—

GOOG 1960 13 1
sec  000000.000000

D EG|P

Time Source Destination _ Length Pretocol Info
RAx 141631 1680::201:111 fmoz:2 0 ICMPvE  Router Solicitation from 00:01:00:00:00:11
Tx 14612 1eB0;20INL.. 1102:2 70 ICMPvE Router Solicitafion from 00:01:00:00:00;18

Time Saurce Destination  Length _Protocol info

Fx 14.6121 1080201101, M02:2 70 ICMPVE Router Soliciation from 00:01:00:00:00:18

Tx 150014 19218823 19218824 T4 TCP 47142 — 29510 [SYN] Seq=0 Win=29200 Len=
Node 15 Flow Table %

Close

IR L. T S LD 11 8558
Iree5gc_basic_SDN_ASAP results/per_node/nodel 5/

Irasan hacin PR 824G A A1R Mo 131 o

Time: 000015.001577 sec

Tabie ID Priority IN_PORT IN_PHY_PORT METADATA ETH_DST ETH_SR(

0
Instruction = | Gounter 2

Wrile-Metadata * Bytecount 369

-Actions Packet count &

Clear-Actions  * Hard timeout 0

Apply-Actions Output to CONTROLLE} Idle imeout 0
 Metor T Faas ox0o0g .~ o G « » Playback Spesd

2, \
OUOTOT U0 6(100 ns)



User List of This Platform

. Overseas
Taiwan ,
* India
National ChiaoTung University « |IT Bhubaneswar

* Manipal University, Jaipur
National Sun Yat-sen University

National Taipei University of Education ° France
« Université Paris-Est Créteil (UPEC, Paris 12t
National Yunlin University of Science and Univ.)
Technology
National Kaoshung University of Science and e Slovak
Technology

« Slovak University of Technology in Bratislava
Fuden Catholic University

National Formosa University : China
. Beiding JiaoTong University
TungHai University . ChongQing JiaoTong University
. XiDian University
ChaoYang University of Technology . GuiLin University of Aerospace Technology
32



Thanks very much for your listening!

Q&A Time



